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Abstract
The deepfake technique has been shown its capability of replacing the actor’s face in movie episodes or imitating the voice of
an actor whose vocal cord is damaged. Due to the rapid development of digital technology, the use of deepfake images or videos
has the capability of deceiving human eyes and computer programs with complex algorithms. However, malicious uses of this
technology will seriously endanger national security and social stability.
Recently, due to the widespread use of multimedia on the Internet, no-reference image quality assessment (NR-IQA) researches are popular. NR-IQA techniques are the image quality assessment methods without the reference images. That is useful for
evaluating the image and video quality in social media.
In this paper, we propose a novel deepfake detection method based on NR-IQA techniques. According to the experimental results, the detection rate of the proposed method is about 66.67%. Besides, we find out the resolution of deepfake videos should be
another important factor to be considered.
Keywords: deepfake video, detection, artificial intelligence, multimedia forensic

Introduction
“Deepfake” combines the terms “deep learning” and
“fake,” and is a form of artificial intelligence [1]. The
example is shown in Fig. 1. This technique can superimpose face images of a target person to a video of an
original person to create a video, called a deepfake video,
that the target person does or says things the original
person does. It also has been used to create voices of
those who have lost theirs or updating episodes of movies
without reshooting [2]. However, the technique is threat-
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ening to social or world security when the methods can be
employed to create videos of celebrities or world leaders
with fake speeches for falsification purposes [3,4]. Deepfake
can be abused to fool the public and an elect result in
campaigns or create confusion in world financial markets
by creating fake news. It can be even used to generate
fake satellite images of the Earth to contain objects that
do not exist to confuse military analysts [5]. The number
of malicious uses of deepfake is much more than that of
the positive ones. The development of advanced deep
networks and the availability of a large amount of data
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have made forged images, videos, and news almost indistinguishable to humans and even to sophisticated
computer algorithms. Detection the fake videos or news
in the digital domain, therefore, has become increasingly
critical. To cope with the threat of deepfake, the United
States Defense Advanced Research Projects Agency

(DARPA) initiated a research program in media forensics
(named Media Forensics or MediFor) which brings together world-class researchers to develop technologies
for the automated assessment of the integrity of an image
or video and integrating these in an end-to-end media
forensics platform [6].

Fig. 1 A comparison of an original and deepfake video of Facebook CEO Mark Zuckerberg [1].
Deepfakes have become popular mainly due to the
easy-to-use ability of their programs to a wide range of
users with various computer skills from professional to
beginner. These applications are mostly developed based
on deep learning techniques. The research is similar to
information security research. Researchers must understand both the creation and detection of deepfake techniques.

Deepfake Creation
FakeApp was the first attempt of deepfake creation
which is developed by a Reddit user using autoencoderdecoder pairing structure [7,8]. In a FakeApp program,
the autoencoder extracts features of face images, and the
decoder is used to reconstruct the face images. Deep-

FaceLab [9] extended the FakeApp program and supported more models and face extraction modes. DFaker [10]
used Structural dissimilarity (DSSIM) loss function [11]
to reconstruct a face.
As the popularity of generative adversarial nets (GA
Ns) [12] which added adversarial loss and perception
loss to encoder-decoder architecture, Faceswap-GAN [13]
adopted CycleGAN [14] in autoencoder-decoder pairing
structure for face swapping.

Deepfake Detection
1. Deep Classifier Methods
Sabir et al. [15] used the temporal features of video
streams to detect deepfakes. They combined variations
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in recurrent convolutional models along with domainspecific face preprocessing techniques. The model is
shown in Fig. 2. Nguyen et al. [16] used capsule net-
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works to detect manipulated images and videos. Their
experimental result showed a very high accuracy on testing images and videos.

Fig. 2 The overall pipeline of Sabir et al.’s method [15].

2. Blockchain Methods
Hasan and Salah [17] proposed the use of blockchain and smart contracts to help users detect deepfake
videos based on the assumption that videos are could be
real and authentic when their sources are traceable.

3. Pattern Recognition Methods
(1) Photo-Response Non-Uniformity (PRNU)
analysis
Throughout the past decade, using the SPN/PRNU
extracted from images to track the source camera is
one of the most widely used methods. Lukas et al. [18,
19] proposed the first method for source camera identification using reference SPN. Their methods de-noise each
image multiple times using the wavelet-based Mihcak’s
filter [20] to obtain noise residuals and then use the
weighted average to extract the final required SPN. Our
previous work [21] showed using the Wiener filter as a
de-noising algorithm can obtain better reference SPNs as
compared to wavelet-based Mihcak’s filter. Chen et al.
[22] extracted PRNU by using the Maximum-likelihood
Estimator (MLE) and further eliminating artifacts caused
during the photographing process by combining the preprocessing steps of zero-mean (ZM) and Wiener filter
(WF). A method namely peak-to-correlation energy (PCE)

was proposed for measuring the similarity between the
reference PRNU and extracted noise residual of query
image by Chen et al. [23] to decrease the false-positive
rate of source camera identification. The core idea of
PCE is to reduce the similarities between noise residuals
of images taken by different cameras and PRNU of a
particular camera. Similarly, in [24] and [25], Goljan et
al. proposed a method by adding a sign function to PCE,
called signed PCE (SPCE), to obtain the positive and
negative values, which reduces the false positive rate
by half compared to PCE. Lin and Li [26] proposed an
improved algorithm, spectrum equalization algorithm
(SEA), to remove periodic artifacts caused by detecting
and eliminating periodic peaks in the spectrum. The SEA
algorithm improves slightly accuracy rate of PRNU analysis [22] in low-resolution images but requires more
processing time. Koopman et al. [27] was the first
attempt to deepfake video detection based on PRNU
analysis.
(2) Face Model Based Analysis
The naturalness of face images might be a good
choice to detect deepfake images and videos. Yang et al.
[28] proposed a detection method based on 3D head features, which are estimated based on 68 facial landmarks.
The extracted features are fed into an SVM classifier to
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obtain the detection results. Matern et al. [29] exploited
artifacts of deepfakes and face manipulations based on
visual features of eyes, teeth, and facial contours.
(3) Image Quality Assessment
Deepfakes modify faces based on visual features of
eyes, teeth, and facial contours. In theory, the facial image
quality should be different between the original videos
and the deepfake videos. However, the original videos
are difficult to obtain in most cases. No-reference image
quality assessment (NR-IQA) techniques are the image
quality assessment methods without the reference
images. In 2012, Mittal et al. [30] proposed a NR-IQA
method, Blind/Referenceless Image Spatial Quality Eval
uator (BRISQUE), based on a spatial natural scene statistic (NSS) model with mean subtracted contrast normalized (MSCN) coefficients. MSCN of an intensity
image I (i, j ) is described as follows: [27]

I (i, j ) − µ (i, j ) ,
Iˆ(i, j )=
σ (i, j ) + 1

(1)

where i ∈ 1, 2, …, M, j ∈ 1, 2, …, N are spatial
indices. M and N denote the image dimensions.
K
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distorted image’s MVG model. Venkatanath et al. [32]
proposed a block-based NR-IQA method, perceptionbased image quality evaluator (PIQUE), based on local
features for predicting quality. The block diagram is
shown in Fig. 3.

Fig. 3 The block diagram of Venkatanath et al.’s
method [32].
In this paper, we propose a novel deepfake detection
method based on NR-IQA methods. Different NR-IQA
methods, BRISQUE, NIQE, and PIQUE, are applied
to evaluate the facial image quality of deepfake videos.
The rest of this paper is organized as follows. Section
2 provides the proposed method includes the creation
of our deepfake samples. In Section 3, we present the
experimental results of deepfake detection. This paper is
concluded in the final section.

Method
This section describes our proposed method and the
creation processes of deepfake samples. At first, the proposed method is described in detail. The processes and
samples of our deepfake videos are introduced in the
following.

Proposed Method

{

}

where w =
wk ,l | k =
− K ,..., K , l =
− L,..., L

is a 2D circularly-symmetric Gaussian weighting function and K = L = 3. Then, they [31] proposed another
new NR-IQA method, natural image quality evaluator
(NIQE), based on the Mahalanobis distance between the
natural multivariate Gaussian (MVG) model and the

Fig. 4 shows the flow of the proposed method. The
main assumption of the detection method is the image
quality of the faked facial image should lower than the
original one. The processes of the proposed method are
described as follows:
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Fig. 4 The block diagram of the proposed method.
1.

2.
3.

4.

Frame extraction: Frames of the input video are
extracted by the third-party software, ffmpeg,
according to the suggestions of the scientific
working group on digital evidence, SWGDE
[33].
Facial image extraction: Facial images are extracted by a user interactively.
NR-IQA evaluation: The NR-IQA method which
is described in the Introduction section is used to
evaluate the quality of extracted facial images.
Decision with threshold: The discriminative rule
with the empirical threshold is used to decide whether the video is a deepfake video.

(a)

(b)

Deepfake Videos Creation
The source codes of DeepFaceLab1 are used to create
our deepfake samples in this paper. Each deepfake sample is created by the following steps:
1.

2.

1

Source video preparation: Testing videos are
downloaded from YouTube site. About 1 minute
of each downloaded video length is used to be
the testing samples. Some images of the testing
samples are shown in Fig. 5.
Frame extraction: Extract frames from the testing
video by executing the “extract PNG from video
data_src.bat” of DeepFaceLab source codes.

https://github.com/iperov/DeepFaceLab

(c)

(d)

Fig. 5 Some images of testing samples.
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3.

4.

5.

6.

Facial image preparation: 100 facial images with
a resolution of 1280×720 are acquired for each
testing video.
Source face extraction: Extract the source faces
by executing the “data_src extract faces S3FD all
GPU debug.bat” of DeepFaceLab source codes.
Target face extraction: Extract the target faces
by executing the “data_dst extract faces S3FD
all GPU.bat” of DeepFaceLab source codes.
Deep learning: Train the learning model between the source faces and the target faces by

7.

8.

executing the “train H128.bat” of DeepFaceLab
source codes.
Face replacement: Replace the source faces with
the target ones by executing the “convert H128.
bat” of DeepFaceLab source codes.
Create video: Convert the faked images and the
original audio to a deepfake video by executing
the “converted to avi.bat” of DeepFaceLab source
codes. Some images of deepfake samples are
shown in Fig. 6.

(a)

(b)

(c)

(d)
Fig. 6 Some images of deepfake samples.

Experimental Result and Analysis
Six deepfake videos are used to evaluate the proposed method. Three different NR-IQA methods, BRISQUE, NIQE, and PIQUE are applied to evaluate the
face image quality. Our algorithms are developed in
Matlab R2017 and the experimental platform is Microsoft Windows 7, Intel i7-7600U 2.80 GHz with 16GB
Ram.

Comparisons of NR-IQA Methods
In this paper, the performance of various NR-IQA
methods which are applied to the proposed method is
the discrimination of the facial image quality between
the original videos and the deepfake ones. Three video
pairs, an original video and its deepfake one, are randomly selected to do the comparative experiment. The
experimental results are shown as Fig. 7 – Fig. 9. The
x-axis and y-axis denote the frame number of videos and
the grades of NR-IQA, respectively.

Deepfake Detection Based on NR-IQA

Fig. 7 The NR-IQA experimental result of the first video pair.

Fig. 8 The NR-IQA experimental result of the second video pair.

Fig. 9 The NR-IQA experimental result of the third video pair.
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From the above experimental results (Fig. 7 – Fig.
9), the evaluation values of NIQE are almost the same.
The BRISQUE and PIQUE should be better choices than

NIQE. Furthermore, we perform statistics calculation of
the BRISQUE and PIQUE results, the result is shown in
Table 1.

Table 1 The statistics of the experimental results.

Testing video
NR-IQA

1

2

3

Statistics

Original

Deepfake

Original

Deepfake

Original

Deepfake

Mean

38.87

37.67

43.21

40.08

35.80

32.82

Maximum

47.71

45.37

53.87

47.44

45.64

44.81

Minimum

23.90

27.50

36.07

31.81

17.37

13.56

Coefficient of variation

0.0756

0.0554

0.0716

0.0662

0.1200

0.1137

Mean

74.60

78.25

72.91

42.23

70.93

65.22

Maximum

85.11

88.05

88.11

61.24

81.80

78.55

Minimum

60.68

61.32

54.99

25.72

53.18

39.68

Coefficient of variation

0.0526

0.0468

0.0744

0.1244

0.0607

0.1298

BRISQUE

PIQUE

According to the result of the statistical analysis, the mean
of BRISUQE values, mBRISQUE, is chosen for the NRIQA measurement in the proposed method. The discriminative rule, DR, and the empirical threshold, T, are
set as follows:
 Normal , if mBRISQUE ≥ T ,
DR = 
 Deepfake, otherwise.

(4)

∞, if CV ≤ 0.07,
T=
34, otherwise.

(5)

Deepfake Detection
The other 3 video pairs are used to evaluate the performance of the proposed method. According to (5), the
threshold T of all testing videos is 34. Therefore, two
deepfake videos, 5 and 6, are detected according to (4)
with the threshold value, 34. The detection rate is 66.67%
(2/3). The detailed statistics of BRISQUE values are
shown in Table 2. The reason might be that the resolution
of video 4, 854×480, is different from the one of the
other testing videos.

where CV denotes the coefficient of variation value.

Table 2 The statistics of detection experimental result.

Testing video
NR-IQA

4

5

6

Statistics

Original

Deepfake

Original

Deepfake

Original

Deepfake

mBRISQUE

39.74

38.69

36.97

30.96

34.99

33.78

Coefficient of variation (CV)

0.1232

0.1160

0.1176

0.1856

0.1334

0.1356

BRISQUE

Deepfake Detection Based on NR-IQA

Conclusion and Discussion
Malicious uses of deepfake techniques pose a unique
forensic challenge. In this paper, a novel deepfake detection method based on NR-IQA is proposed. Three different NR-IQA methods, BRISQUE, NIQE, and PIQUE,
are evaluated for faked facial image detection. Through
the NR-IQA comparison results, the BRISQUE is selected
and an adaptive threshold is set in our proposed method.
66.67% detection rate is obtained in the final detection
experiment. Besides, according to the analysis of the
detection result, the resolution of deepfake should be
an important factor to be considered. A larger-scale
experiment will be done in our future work.
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