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Abstract
With the increasing use of digital images in forensic science, it is obviously that digital images captured from CCD (chargecoupled device) cameras or other digital image devices have become direct or indirect exhibit in court to demonstrate the
relationship between suspects and the criminals.
To keep the integrity and ensure the accuracy and reliability of the standard operating procedures (SOPs), all processing steps
(such as parameters, mathematical actions and processed images) have to be documented or recorded by forensic examiners.
However, the easy manipulation property of digital images makes us doubtful when using digital images as evidence in court. In
order to improve this situation, we need a robust method to guarantee and strengthen chain of custody.
In this paper, we propose a cryptography based technology that has been publicly applied in information security to assist
the examination and analysis of digital image data. From our experimental results, the technology provides a unique cipher for
every single processed image. We can use the unique cipher (check any change of the cipher) to conﬁrm if the image is modiﬁed
easily. With the proposed technology, we can strengthen image authentication effectively.
Keywords: Digital image evidence；Image authentication；Cryptography； Forensic Science

1. Introduction
Digital images have been widely used in our
community. Such massive amount digital images have
been recently applied in forensic science, such as we
can figure out features of suspects or characteristic
marks of criminal vehciles. However, with proper
computer software, we can modify or duplicate those
image data easily. If those modiﬁcation or duplication is
unauthorized, it will make us doubtful when submitting
digital images as evidence in court.
To guarantee the reproductivity, all processes or
steps taken by forensic examiners have to be documented
or recorded in detail, such as dodging, burning, color
balancing, contrast adjustment, unsharp masking, multiimage averaging, integration, or Fourier analysis, and so
on, when dealing with digital image evidence to provide
integrity protection. [1]. Nevertheless, those documents
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and records still can not prohibit the malicious or
criminal obfuscation from altering the content of the
digital evidence effectively and completely. Therefore,
in order to assist the examination and analysis of digital
image evidence by forensic examiners in the laboratory,
we propose a robust and convenient technology to
improve this situation. The technology is based on
cryptography and effectively enhances the strength of
power of evidence. The proposed technology creates a
unique code as a ‘ﬁngerprint’ or ‘digital signature’
to be with an image. Therefore, we can easily ﬁgure out
if anyone tampers with the evidence content.
In cryptography, one of the techniques to produce
a message authentication code is based on using hash
functions. A hash function provides additional security
properties to make it suitable for use as a primitive
in various information security applications, such as
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authentication and meddage integrity. Hash functions are
widely used to protect password contents and interactive
authentication in the internet. Even a single bit changed
in the input message, though, will produce a different
hash value. In this paper, we apply this important
property to provide integrity protection.
There are many well-known and documented hash
algorithms: MD (Message-Digest algorithm ) [2,
], MD5 (Message-Digest algorithm 5) [~], SHA-0
[], SHA-1[], and RIPEMD-160 [10] in information
security domains. Here, we brieﬂy summarize those hash
algorithms.

by NIST with increased output ranges and a slightly
different design: SHA-22, SHA-256, SHA-, and
SHA-512.
The SHA-1 algorithm is based on principles
similar to MD message digest algorithm. It operates on
message blocks of 512 bits for which a 160-bit digest
is produced. Because the SHA-1digest is 2 bits longer
than the MD5 digest, SHA-1 is considerably stronger
against attacks. In addition, SHA-1 involves 0 steps
to produce a 160-bit buffer compared to 12-bit buffer
from MD5. Thus, SHA-1 is slower than MD5.

1.1 MD family

The RIPEMD-160 algorithm was developed by
the framework of the EU project RIPE (RACE Integrity
Primitives Evaluation), and first published in 16.
The group originally developed a 12-bit version of
RIPEMD, which in turn was based upon the design
principles used in MD, and is similar in performance to
the more popular SHA-1.
There also exist 12, 256 and 20-bit versions of
this algorithm, called RIPEMD-12, RIPEMD-256, and
RIPEMD-20, respectively. The 12-bit version had been
found to have questionable security. And the 256 and
20-bit versions don’t have higher levels of security as
compared to RIPEMD-12 and RIPEMD-160.
The RIPEMD-160 also takes input as a message
in 512-bit blocks and return to a 160-bit message digest
as output. The added complexity and number of steps
of SHA-1and RIPEMD-160 does bring about a slow
computation on comparing to MD5.
Table 1 [] summarizes features of MD5, SHA-1,
and RIPEMD-160. We compare the performance of
MD-like hash functions: RIPEMD-160, RIPEMD-12,
RIPEMD, SHA-1, MD5, and MD in Table 2[11].

In 12, Ronald L. Rivest successively proposed
two hash algorithms named MD and its revised version,
MD5.
In cryptography, MD5 is widely-used hash function
with a 12-bit hash value as output. The input is operated
in 512-bit blocks. The MD5 algorithm is designed to be
quite fast on 2-bit machines. In addition, it does not
require any large substitution tables, that is, it can be
coded quite compactly.
MD5 is slightly more complex and slower than
MD, but it improves the security level in design. The
logic of MD5 is described in session 2 in detail.
1.2 SHA family
The secure hash algorithm (SHA) family is a set
of related cryptographic hash functions and introduced
by the National Institute of Standards and Technology
(NIST). SHA-0, the ﬁrst member of SHA, was published
in 1. SHA-1, an improved version of SHA-0, was
published in 15. Four variant models have been issued

1.3 RIPEMD-160

Table 1 comparison of MD5, SHA-1, and RIPEMD-160

Table 2 performance of MD-like hash functions
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The implementations are written in assembly
language optimized for the Pentium processor (0 MHz).
It is assumed that both code and data resides in the onchip caches. Under these conditions the cycle figures
are independent of the clock speed, and the throughput
figures scale with the clock speed. In this paper, we
select MD5 as a model to apply to our system because of
its faster operation speed than SHA-1 and RIPEMD-160.
We describe the method in session 2 and describe our
experiments in session . Finally, we give our discussion.

2.2 Message Digest 5 Algorithm
The MD5 message-digest algorithm was developed
by Ron Rivest at MIT and published in April 12. MD5
evolved from its precursor, MD.
The algorithm processes a block of data of arbitrary
length and produces as output a 12-bit message digest
of the input. The input is processes in 512-bit blocks.
Fig. 1 shows the ﬂow chart of how MD5 works.

2. Methods
2.1 Hash Functions
Hash functions [], H (M), have been used in
computer science and information security for a long
time. They compress an arbitrary-length input, M, to
a string of small and fixed length arbitrarily which
generally called hash value (message digest), h, can
replace the authenticity of a large amount of information
(message) by the authenticity of a much smaller hash
value. The hash value is a set of a short string of randomlooking letters and numbers.

A hash function must have the following properties:
1. H can be performed to any block of data in any size.
2. H produces a small and ﬁxed length of output.
. For any generated h, it is computationally infeasible
t o f i n d a n y M t o c o n f o r m t h a t H (M) =h i n
mathematics. (One-way property)
. For any input, M, it is computationally infeasible to
ﬁnd M’ to conform that H (M) =H (M’).
5. For any pair (M, M’), it is infeasible to ﬁnd H (M)
=H (M’) in mathematics.
The third property is the "one-way property".
That means the function works in one direction and it's
nearly impossible to derive the original text from the
string. A one-way hash function is used to create digital
signatures, which in turn identify and authenticate the
sender and message of a digitally distributed message
(hence the name one-way). A good one-way hash
function is also collision-free. That means it is hard to
create two inputs with the same hash value.

Fig. 1 the ﬂow chart of how MD5 works.
The overall structure of a typical secure hash
function indicated in Fig. 2[6]. If we have an arbitrarily
large message as input and that we want to find its
message digest. The processing involves the following
steps:
2.2.1 Bit-padding
After some initial processing, the message is padded
so that its length is 6 bits. The process of padding is a
single 1-bit added to the end of the message. Padding
is always continued, even if the length of the message
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Fig.2 General Structure of Secure Hash Code [6]
is just what we want. For instance, if the input message
is  bits long, we pad 512 bits to a length of 60 bits.
Thus the range of padding bits is from 1 to 512.
2.2.2 Length-appending
After padding, a 6-bits binary representation of
the original length of the message (before padding)
is concatenated to the result of step 1. The bits of the
message are extracted successively to form the first

Fig.3 Message Digest Generation Using MD5 [6]

512-bit block. The expanded message will exactly be a
multiple of 512-bits.
Assume the length of the message is greater than
26, and then only the low-order 6 bits will be used. Let
the expanded message be represented as a sequence of L
512-bit blocks Y0, Y1... Yq... YL-1 as shown in Fig. [6].
Note that in the ﬁgure, IV and CV represent initial value
and chaining variable respectively.
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2.2.3 MD buffers initialization
A 12-bit buffer in MD5 is used to hold intermediate
and ﬁnal results of hash function. The buffer consists of
four 2-bit registers (represented as A, B, C, and D).
Thus, if we want to initialize the 12-bit buffer, the
relationship equates to initialize four 2-bit registers.
Then these registers are initialized to the following
2-bit integers in hexadecimal:
A=65201
B=EFCDAB
C=BADCFE
D=10256
The values are stored in little-endian format,

Fig.4 MD5 compression function []

which means that the least significant byte of the
word is arranged in the low-address byte position. The
initialization values are shown as follows:
Word A: 01 2 5 6
Word B:  AB CD EF
Word C: FE DC BA 
Word D: 6 5 2 10
2.2.4 Message-processing
This is the most important step of the function. It
includes four rounds of processing. The module includes
found rounds of processing shown as HMD5 in Fig. 
and its logic is illustrated in Fig. []. The four rounds
have similar structure, but each uses different primitive
logical functions (PLFs), referred to as F, G, H and I.
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Round 1：F (B, C, D) = (B^C) ν ((¬B) ^D)
Round 2：G (B, C, D) = (B^D) ν (C^ (¬D))
Round ：H (B, C, D) =B⊕C⊕D
Round ：I (B, C, D) =C⊕ (Bν (¬D))
(where ⊕, ^ , ν , and ¬ represent the logical
XOR, AND,OR, and NOT operations, respectively)
Each round consists of a sequence of 16 steps and
each step makes use of one-fourth of a 6-element table
T [1 ... 6] constructed from the sine function. The ith
element denote T[i], which is equal to the integer part of
22 times abs (sin (i)), where i is in radians. The table

provides a randomized set of 2-bit integers to eliminate
the regularities in the input data. Each round also takes
as input the current 512- bit block (Yq) and the 12-bit
buffer value ABCD and updates the contents of the
buffer.
The output of the ﬁnal round is added to the input
of the ﬁrst round (CVq) to produce CVq+1.The addition
is done for each of the four words in the buffer with
each of the corresponding words in CVq, using addition
modulo 22. Single step operation is shown in Fig. 5[].

Fig.5 Elementary MD5 Operation (single step). []
2.2.5 Hash values output

forensic examination.

After all L 512-bit blocks have been processed, we
obtain the output from Lth stage is the 12-bit message
digest (hash value).

3.1 Photographs

3. Experiments
We use some synthetic and real case images in
our experiments. The experiments have three parts:
photographs, image authentication and application on

We apply some simple steps on images to examine
the change of hash values. We extract a color image in
three color layers of the original image: red (R), green
(G), and blue (B) and its gray level image is shown in
Fig. 6. Fig.  illustrates the sample for rotation with 0
degrees and its mirror.
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Fig.6 Extract a color image in red (R), green (G), and blue (B) and its gray level image.

Fig.7 The sample for rotation and mirror.
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3.2 Image authentication
We t a m p e r t h e c o n t e n t o f i m a g e e v i d e n c e
unscrupulously with Adobe Photoshop CS. For instance,
we change original numbers of the license plate
(6-HH) to new ones (66-HH) , replace the feature
“ridge ending” with “bifurcation” in the ﬁngerprint
analysis and hide the main features of other images

(include equipment on the hood, bloodstain and bite
mark) respectively to inﬂuence their power of evidence.
Obviously, no matter what a negligible change we
operate on original images, corresponding hash values
of modiﬁed image are distinct from original ones right
away. We show the results in Fig .

Fig.8 Different hash values produced from original and modiﬁed images.
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3.3 Application on forensic examination
Here, we summarize examinational explanations,
operating outcomes and the hash values returning
from every step. We take footwear impression and
ﬁngerprint as examples to simulate the process of forensic

Fig.9 Our suggestion for forensic image examination steps

examination. In our experiment, we need to record all of
the hash values except steps and parameters to reinforce
the image authentication. Our suggestion for forensic
image examination steps is shown in Fig.  and the result
is shown in Fig. 10.

10
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Fig.10 Take footwear impression as example.
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4. Conclusions
In this paper, we propose a cryptography based
technology that has been publicly applied in information
security to assist the examination and analysis of digital
image data. The technology provides a unique cipher for
every single processed image. We can use the unique
cipher (check any change of the cipher) to conﬁrm if the
image is modiﬁed easily. With the proposed technology,
we can strengthen image authentication effectively.
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